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ONE INCIDENT, ONE WORKFLOW
WHEN | INCIDENT TRIGGERS MULTIPLE OBLIGATIONS
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INCIDENTRON

e Furopean initiative focused on simplitying and
improving cyber incident reporting, coordination,
and cross-requlatory compliance under EU

trameworks (NISZ, DI]RA B[]PR LRA)

e Support for Implementation of EU [egislaton on
Lybersecurity and National Cybersecurity
Strategies
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WE ARE NOT: WE ARE:
Another reporting 7 [ecision-making
portal intelligence
Another SEP - 2 Workflow
dingle Entry Point orchestration
Another layer of We're nat angther = Uperational
complexity destination. We help guidance

nnnnn N 4 . navigate the journey.
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MAIN STAKEHOLDERS

Cut complexity. Stay Better insights. Better
compliant. Focus on coordination. A stronger
response & recovery, Europe

cover compliance

Better collaboration. Turn complexity into Cersecrity s

compliance

Cleaner reports. Faster & Business. Offer suluton/servce pravider
insights. Less burden compliance assurance,

build new products MSSP
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The Fartners
INCIDENTREN, the partnership : Who's Wha?

& ) NRD Cyber Security

s incibe_ ¥ TIMELE X

LSEC

ECS®  @rocodex
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How did we get here?

Inside the Storm:

What Entities Are i i &
REH"V FH[:iI'Ig Report?

"It took us B months together with advisory from one of the Big 4 to determine if
we even were an essential entity under NISZ * - CISO (anonymous)

R
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EU Regulations <-> Incidents

2026

2024 C3A
2023 CRA

7018 NIS2,CER,DORA

GOPR & NISI

1
\ENT NO
N NG

CATION
RE\SP“\\S\B\\\“ES

W

. —
IMCIDEMTrROM.EV
& T A

© INCIDENTRON - 2026, Private & Confidential — Closed User Group Distribution — Do Not Distribute — Thi iect is fi db - Co-funded by 'LUJ' | ECCCm
This project has received funding from the European Union’s Digital Europe Programme under grant agreement No 101249201. I project is financed by thclEuzesanllnicn U SRS



THEY ALL MAKE SENSE...IN ISOLATION

CYBER
« 6orR «  PRIVACY
S5 IBITAL
«, + RESILIENCE

INCIDEN"TROM.EU e
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Severe disruption
Financial loss
Damage to other
natural or legal
pErsons

Data breach
Risk to
rights/freedoms of
individuals

ICT-related incident
affecting financial
SErVICes

EXAMPLE TRESHOLD

Complete outage >30
min, or avg DNS
response time >0 sec
for > hour.

Information critical for
personal safety or
physical/psychological
conditions = DPC + 3

Affected transactions

>|0 % of daily average

number of transactions
carried out
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WHERE IT GETS COMPLICATED

Essential Entity (NIS2)

Critical Entity (CER)

Medical Device User / Operator (MDR)

VD Operator / Diagnostic Provider (IVDR)

Data Controller (GDPR)

National Health Sector Requlated Entity (national health

b safety law)

Potential Victim of Cybercrime (criminal reporting
under national law)

User of Products with Digital Elements (voluntary
disclosure under CRA)

9 g
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© INCIDENTRON — 2026, Private & Confidential — Closed User Group Distribution — Do Not Distribute —
This project has received funding from the European Union’s Digital Europe Programme under grant agreement No 101249201.

WREN B WieRE

What framework (-s) apply to my incident?
When must | report? (threshold)

When must | report? (deadlines)

Where must | report? (member states)
Whao should | report to? (autharities)

What should be in the report (s!)?

How do | submit the report?

-1 HTHTH |
This project is financed by - &i?fiepi:: Union @ E‘Ecvgu



Incident Reporting Complexities

When to Report

No later than

Intermediary report

Final report

INCIDEN"TROM.EU
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ON TOP OF THAT

V\Il'hen tld Réport

‘Becoming aware’

‘Reasonable certainty of significant incident’

o '[lassification as major ICT incident...unless ;)

e 'llne month from the date and time of awareness'

'lne month from submission of the intermediate report

Ine incident.
Multiple legal clocks

‘Does not require an official final report’

INCIDEN"TROM.EU ° ”
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HAPPY WEEKEND! -> for some <TIME STAMPING 101>

Exception
applies...
but not for all

-
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THE ROUTING CHALLENGE
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* National *

*CSIRT*
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| *CSIRT*
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— *Competent*

Authorlty

* * * *
* * * *
INCA:  ‘DPA:
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Routing complexity
Which framewaork?
What authaority?
What member state?
Parallel reporting?

Diverging expectations
Different reporting content
Different thresholds
Different formats

Technical fragmentation

Portals

Emails
Templates
National systems

This project is financed by

"Urganizations do

not report o

Europe’. They

report into
fragmented
pperational
ECOSystems.
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NATIONAL TRANSPOSITIONS

4.1 Enlarged Scope and Layered Entity

Classification REpDrtlng tPIggEFS
« "Becoming aware”

7] .
.. Added intermediaries in the ICT sector, public administration and education. 1 . " a I-I D n I Z E
\ 4 Detection [Tl
Added gas, oil, coal and mineral extraction to the essential services. The draft N 1 I : 1
amendment expands the scope of the regulation by classifying all providers of Eltll]ﬂﬂ VEIPlEltlUﬂS

| | n
managed cybersecurity services (regardless of their size) as key entities. The draft
amendment also includes in the group of essential entities entities indicated in

Annex 2 to the Act, which exceed the requirements for a medium-sized enterprise.

Entities fall into 3-tier security levels — security measures depend on the level. Entlty S E D p E n Dt u a I“l a n t E E
Added public 1 . 2 . & : ¥ s

iministration 1 4-3. Stricter Entity Obligations for Incident oy g
Administration |

Reporting Additional sectors
]
3-tier entity cat¢ 3
koo Categorisation models har i IIII'IIZE!d
o Requires an early warning within 6 hours of incident detection. Natiunal EXpEnSiDnS
Included variou: - U ”
house compliaf‘ve Significant incidents can be classified as Large-scale Cyber Incidents or Crisis based D E a I D n S
on cross-border impact and severity. . d t | . f' t - -

«  Nignificant
+ [Cnhc.lacr‘\eg:td it:;evavggdfir‘jﬁeiilantjiﬁ;v\é\i}/;?fernreted as "when detecting a significant ° SEFiUUS

e  [ritical
RINH:
' ' Specified a 9-month grace period after entities are notified of their inclusion in the

list of essential and important entities. [ J Lar‘gE-SEalE

Abou{ 150 eﬁ‘ o . ", " sar - " " : . ”
industry. ' Distinguishing between "incidents," "critical incidents," and "serious incidents’

~ Expanded the scope of reportable incidents beyond just those deemed significant.

INCIDEN"TROM.EU o ”
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TODAYS REALITY

Framewaorks
e NISZ

DORA

LOPR

CRA

Authurltms
CSIRTs

Sectoral

DPAs

National bodies
Cross border

One
Incident .

, W
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Uperational differences

Difterent timelines
Difterent formats
Different languages
Difterent definitions

Cross border complexity

«  Different Member States
Different transpositions
Different obligations
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"The same

pperational event
becomes multiple
disconnected
reporting
DroCesSES..
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ONE INCIDENT, ONE WORKFLOW

| , Tloday:
\ “ Admlmstratlvehurden
e [ross-border uncertainty
o Parallel reporting
o [perational distraction

One
Incident

INCIDEN"TROM.EU
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To

Orrow
ncident reporting = incident: A
single operational event

e [rganizations focus on response.

cover compliance

e Authorities receive consistent

information

Co-funded by i ECCCm
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INCIDENTiON.EU
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W

Drinking Water

Postal & Waste
Courier Services Management

| —

Bal;ks .and- Credit rsur_:nce " Asset Financial Market
nstitutions roviders anagerr!ent [ e 500
Companies
(@)l = t
=2 . | @D
O =
Financial Payment Crypto Service ICT Service
Services Providers Providers Providers
Providers
O e e Distribute —

Public Administration

Transport Health

w i
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Digital structure Financial

Market Infrastructures

Digital Providers Chemicals Research

i:i

Manufacturing

AL ®
S

Must be reported under..?

* * * % % * % % * X x
* x % x % % (% *
* NIS2 * * CER x *DORAx *GDPRx*
“ * x * x * X *

L * 4 * o * * y %

Caused by PDE?

Other

‘obligations’?
* * * :i *
* * * * ¥ o
* PSD2 * *x* o 2020/561 by
* * *ttﬁ

* *
* +

J elDAS 2.0 %
* =
* gk
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THE GOOD NEWS

Jitterent framewaorks
Jitterent authorities

Jitterent |egal language

X X X X

Jitterent implementations

framework and scope mapping;
512 threshold assessment:;
© authority routing;

. phased reporting and timeline
~ management;

. mandatory reporting content
and evidence.

O\

. A
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INCIDENTRON IN 1 PICTURE

N

* X 3% * X % * X ¥ * X 5%
* * * * * * * *
* NIS2 * * CER * *DORAx* *GDPR*
* * * * * * * *

* ok ot * g * * o x

(rchestration &
Reporting

Assessment and Decision
Engine

Connection &
Ingestion

onboarding Review Repaort

L6) G
Entity intake Incident awareness Incident qualification ~ Threshold & severity assessment  Mandatory content &~ Submission, follow-up

evidence b supervision

Authaority & Channel determination

/./. Notification phases & timelines
INCIDENTRON.EU e - i. /. /

INCIDENTRON — 2026, Private & Confidential — Closed User Group Distribution — Do Not Distribute — Thi ectis fi db - Co-funded by Il\UJI | ECCCm
This project has received funding from the European Union’s Digital Europe Programme under grant agreement No 101249201. 15 project s financed by O (= Uhdter U R



INCIDENTRON

Streamlined Multi-Framework Reporting

NIS2, DORA, GDPR, CRA and future frameworks
Reduced fragmentation and administrative burden

INCIDENTRON
FOUDATION

Opensource
framework,

Preparedness & Collaboration platform

Threat intelligence
Lessons learned

Cyber ranges & exercises
LEA collaboration

architecture,

CRA & Responsible Disclosure
Supplier coordination

PDE responsible disclosure

Market surveillance support

©

INCIDEN"=ON.EU

Open European Ecosystem
Open-source framework

Developer ecosystem

Reusable taxonomy & components




THE RESLLTS

| decision making model for multi-regulatory, | opensource framework 10 pilot use cases: Tested on an end-to-end 40 white papers, research,

cross-border incident reporting and architecture platform with end users, MSSPs, CSIRTs decision trees, etc.

GitHub

Opensource INCIDENTRON community enabling collaboration between developers, MSSPs, end users, authorities and a Cyber Range excercises driven by real
policy actors to support adoption, innovation and long-term sustainability of the framework. life scenarios




BASELINE REQUIREMENTS TO MAKE THIS WORK

Lorrect translation of law into worktlows
dcalable, adaptable to changes

Llear operational @ business value
deamless integration, automation-ready

Ahgned W|th authurlty expectations




. LEGAL ANALYSIS THAT STICKS, SCALES & ADAPTS

® Entity- & incident-centric
Start from the incident and affected V' Reusable across different Member

entity, not from isolated frameworks States, sectors & framewarks)
® Common operational logic '

® Ell Baseline + national overlays

Reusable EU core with Member State, v Capable of evolving ("moving target”
sectoral and authority-specific mitigatiun)
deviations
® iranular threshold model
Uses the most operationally mature v Scalable |J|3yIIII'Id I'I'IEI'IdEI’[[IPy

criteria (e.g. NISZ IR 2024/2630) as

scalable superset |ogic

reporting obligations

A

INCIDEN"TROM.EU
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2. Taxonomy Engine 3. Assessmen t & Decision Engine 4. Review Report 5. Orchestration & Reporting 6. Post Incident + 7. WP4 Integration

v/ Framewaork trigger analysis

v Lross-framework threshold assessment
V' Autharity & GSIRT routing

V' Timeline & phased reporting orchestration

v Parallel NIS2 + DORA + GDPR + X handling

INCIDEN"TROM.EU

© INCIDENTRON — 2026, Private & Confidential — Closed User Group Distribution — Do Not Distribute — This project is financed by H Co-funded by @ EFCE-

This project has received funding from the European Union’s Digital Europe Programme under grant agreement No 101249201. iielEueneapliinion



EVED.

4 VALIDATEI] THROUGH SGENARIDS

INCIDENTRON — Digital Infrastructure scenario validation (BE)

Reference scenario

D2 §ll.1.4 — Belgian cloud computing services provider — ransomware (multi-stage)

Validation scope

Digital Infrastructure (NISZ, Annex 1) — Country scope: Belgium: cross-cuts to [J8Y/ generic. [EDIgE, DI

where relevant

Authar ECSO — INCIDENTRON
Exploitation of an Laterl Back
Attack chain exposed APl gateway ——  IAM abuse —— R o T
. spread ransomware
vulnerability

Impact (assumed)

Limited availability for ~B% of EU users for ~1.5 hours; 15,000 GDPR data subjects affected; suspected
malicious unauthorised access confirmed:; data integrity/confidentiality compromised

Hard triggers met

EU 2024/2680 Art. 7 (cloud): >a% EU users + >Ih limited availability; malicious unauthorised access; data
compromise. GOPR Art. 33 personal data breach. NISZ Art. 23 significance criteria met.

Triggered framewarks

NISZ + EU Implementing Req. 2024/2680; Belgian NISZ Law + CCB Royal Decree; GDPR (ENISA severity);

(DORA only relevant if organization is also financial-entity - out of scope here).

INCIDEMNTrEOM.EV e P
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3. LO-CREATED WITH STAKEHOLDERS (Mi-MB)

| events, B3a stakeholders
Oresentation @ Jaoint TF-GSI
'aunch event in Brussels (B

INCIDEN"TROM.EU

7 closed

NCC, B3

k

R

v
INGIDENT

S0 warkshaops (3

R & FIRST Regional Symposium Eurape (1a3)

1)
~ INCDENTRONKEY MLSTONES
1) .

08/2026: Opensource taxonomy published

', Authority closec

NISDUC: Zx workshops

© INCIDENTRON — 2026, Private & Confidential — Closed User Group Distribution — Do Not Distribute —
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IN - MISP Training (CIRLGL)

 |0/2026: Core Framework Prototype
workshop (43) . 2098, star of integration and pilots
11/2026: Public repository launched

06/2027: Minimum Viable Product (MVP) Release
08/2028: Pilot integration repart

-1 HTHTH |
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JOIN US ENISDUC TODAY/ TOMORROW:

Register at the reception desk

Breakout session C - Day 1

15:00 INCIDENTRON workshop aimed at authorities and CSIRTs

Breakout session C - Day 2

13:00 15:00 INCIDENTRON workshop aimed at NIS2-subjected entities

INCIDENTIRON.EU L) P ot
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NOT THE END

Cosl e More information, slides and follow-up

the European Union . .
WWW.IHGIdEﬂtI‘ﬂﬂ.EU
ECCCm www.|Sec.eu
SRS project@incidentron.eu

Wim Staffelen
wim@incidentron.eu

+37 b27 04 0ab2

W Tl
|Hc5€4'm ON.EU b,
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